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1. api checksumfZ 4

AL APTIE RS, FEH7 LVIMHttp Request Header

ZH SR

ProductKey S ECHIProductKey

Nonce BEHLEL (BERLEL, SRR 1284 74

CurTime LFTUTCHY (8, M1970FE1H1HO0A0 430 B IFAEBIIAE IR EL (String) A2 Tu7r 5l DL IS 8] o

CheckSum SHAL (ProductSecret+ Nonce + CurTime), ZANSHHHE M TATH, BEATSHAIRG A THEE, FALRI6HEM F4F (String, 1N5)

DupNonceEnable  fiffitheaderff Ntrue, FowH ) IR R EYIRE. PR HSH, R4 KA EHHE DS thge.

CheckSumf &il: HHF2AMHE, A checkSumTHZIN S8, BUBRRRIEREABGHTT “checkSum” , FIRFE#HIA K AECIE R KRS 28 2 55
WERT TR [E 2D, BRI NTPAR 55 .
CheckSumfBE XU 2L, 2R [E1414. HEOR SIS HIRELE

CheckSunj ava




inmport java.security.MessageD gest;

public class CheckSunBuil der {
/1 CheckSum
public static String getCheckSun(String productSecret, String nonce, String curTine)
return encode("shal", productSecret + nonce + curTinge);
}

/1 md5
public static String get MD5(String requestBody) {
return encode(“nd5”, requestBody);

}
private static String encode(String algorithm String value) {
if (value == null) {
return null;
}
try {

MessageDi gest nessageDi gest
= MessageDi gest. get | nstance(al gorithm;
messageDi gest . updat e(val ue. get Bytes());
return get For matt edText (nessageDi gest. di gest());
} catch (Exception e) {
t hrow new Runti neException(e);
}

private static String getFormattedText(byte[] bytes) {
int len = bytes.|ength;
StringBuilder buf = new StringBuilder(len * 2);
for (int j =0; j <len; j++) {
buf . append(HEX_DI G TS[ (bytes[j] >> 4) & 0x0f]);
buf . append( HEX_DI G TS[ bytes[j] & 0x0f]);

return buf.toString();
}
private static final char[] HEXDGATS={ '0", '21', '2', '3, "4, '5",
Y6, T, '8, "9, ta, b, 'c, 'd. e 'f Y}

2. PR

1. i 0GR Content-TypeZs A N: application/x—www—form-urlencoded;charset=utf-8
2. T 2 1R BB TSON,  [AIEF 4T U T F — 8 4wfid.

FE A .
code iR
200 &I

500  JRSS G
414 SRR
403 AR

1001 7= ASFEAE

1002 P2 EEANSCREEHATE M

1003 FAahCAFAE, AREEEEM
1101 BWAMNFAE

1102 R&ELHES

1201 rrpciff FH R

1301 &M T AEE

1302 HEHRKHTESAHR
1401 4 UE WA OB R K



—. WA
1 RegisterDevice
TSR

POST https://api-iot—dev. netease. im/RegisterDevice HTTP/ 1.1
Cont ent - Type: application/json;charset=UTF-8

BOHNE  EMR S

i SR REWBI Ui
Devi ceNane  String 5 WA AARR, AEIE 2 BARN A %, K 128477
cur LI R~ 3l :

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" - H "Content - Type:
application/json;charset=UTF-8" -d 'Devi ceNane=123456"' ' https://api-iot-dev. netease.im Regi sterDevice'

R [EPEAH http WM : json

"Content - Type": "application/json; charset=utf-8"

“data”: |
“DeviceName” : 12 456”7,
fe416640c8e8a7273421¢
"DeviceSecret”:”22fd30ec291b4dc h\ 2
c7

f
“TotId”:”0 ‘)l(é‘% 8191424d2ba46d91

'Pl oductKey”

”

3
1
2
1 54
}

“requestId”:”89445550571048e88fabc957ae78F9fb”,

”code”: 200,
“msg” " OK”

& Bl dataZHUE s
B Bt e
ProductKey String F4AHPK
DeviceName String WAL
DeviceSecret String WA

Totld String #&&ME—id

2 QueryDeviceDetail

T R
GET https://api-iot—dev. netease. im/QueryDeviceDetail HTTP/ 1.1
Cont ent - Type: application/x-ww-formurl encoded; charset=utf-8

BOHR  AWRAIER


http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice

ZH ZHRT RBA B

Devi ceName  String 5 8 4T
Totld String & WA HIME—FR IR
ER:

* ProductKey5DeviceNameZH & 1E N & ME—HRIRSF, HlotId@&—Xf—XRMKR. FIHASHAN, DeviceName. TotIdp# kL —RITT,
R FE AL, Lllotld N N,

curLiF R~ :

curl -X GET -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f86" -H " Cont ent - Type:

appl i cati on/ x- wwformurl encoded" 'https://api-iot-dev.netease.in QueryDeviceDetail ?lotld=094c818191424d
2ba46d911c7549a55c’

R[EPEH http WA : json

"Content-Type": "application/json; charset=utf-8"

{
“data”: {
“Status”:"UNACTIVE”,
“GmtActive”:null,
"DeviceName”:”123456”,
“Region”:null,
“ProductKey”:” fe416640c8e8a72734219e1847ad2547”,
“FirmwareVersion”:””,
“NodeType”: 0,
"DeviceSecret”:”22fd30ec291b4dc6b20180fbb1531090”,
“GmtOnline” :null,
“IpAddress”:null,
“ProductName”: " test12345”7,
“GmtCreate”:”2018-05-03 15:55:04”,
“TotId”:”094¢c818191424d2ba46d911¢7549a55¢”
.
I
”requestTd”:”c9bf9a3cfe0ad28685F74d1 1327714637,
”code” 1200,
"nsg” " OK”
}
iz HldataZ 40U X
EAS HKAY ik
ProductKey String  ProductKey, 4:J&ME—PK
ProductName String = FERAK
DeviceName String WA/
DeviceSecret String  BAAHEH
TotId String &L JAME—Id, SProductKey&deviceName &I A5 4 I ME—FRIRST
GmtCreate String  AUZERSE]
GmtActive String & E]
GmtOnline String  fEZEHtA]
Status String = W&EWRE

FirmwareVersion String  [EERAS

IpAddress String WA IPHuAL


http://10.177.160.26:10000/RegisterDevice

NodeType Integer THARAL, 0 — &f&, 1 — K%

Region String  FTfEHLX

Status W &R 7 B
£S5  status i B
1 ONLINE WAL
2 OFFLINE #4554k
3 UNACTIVE W& R0

4 DISABLE  #t# C.2%

3. QueryDevice
T 2R 1 B

GET https://api-iot—dev. netease. im/QueryDevice HTTP/ 1.1
Cont ent - Type: application/x-ww-formurl encoded; charset=utf-8

BORE 5 ARSI

ZH SHEA REUA B

PageSi ze  Integer & &Y E VN (I WNUN
CurrentPage Integer =2 BB 2R 7R DU TH 24 1 U5
cur 11 3K 7= i«

curl -X CGET -H "ProductKey: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" -H "Content - Type:
application/ x-wwformurl encoded" 'https://api-iot-dev. netease.im QueryDevi ce?PageSi ze=10&Cur r ent Page=1"


http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice

JR[EPEAH http WA : json

"Content-Type": "application/json; charset=utf-8"

“data”: {
“list”: [
{

"deviceld”:”094c818191424d2ba46d911c7549a55¢”,
“gmtModified”:”2018-05-03 15:55:04”,
"deviceName”:”123456”,
“deviceSecret”:”22fd30ec291b4dc6b20180fbb1531090”,
“gmtCreate”:”2018-05-03 15:55:04”

“deviceld”:7960969323b634ae7b8db98455e59523 ",
“gmtModified”:”2018-05-03 16:38:45”7,
"deviceName”:”6ec6153142ab4c87b867252d8912ed48”,
“deviceSecret”:”f657988bf8c04c7298612c6687¢3h637”,

-

“amtCreate”:”2018-05-03 16:38:45

“deviceld”:”78ca3abable848aeab9f813f23a2¢737”,
“gmtModified”:”2018-05-03 16:38:46”,
“deviceName”:”c79a7d3e3c9d437a89543f35767¢94de”,
“deviceSecret”:”01679621af5e4010bbde34184a7124f4”,
“emtCreate”:”2018-05-03 16:38:46”
}

1,

“Total”:3

1,

“requestId”:”23be7f1dc6704122abf007abea8b6£09”,

“code” : 200,

“msg”:”0K”

1
&5l dataZHUE s
B4 KA ik
Deviceld String 41D

DeviceName String WH/LAMK
DeviceSecret String W4
GmtCreate String Az IE

GmtModified  String 1B}

4 BatchQueryDeviceDetail
T SR i

POST https://api-iot—dev. netease. im/BatchQueryDeviceDetail HTTP/ 1.1
Cont ent - Type: application/json;charset=UTF-8

BOE AW A N (R 2 EW200ME 4

¥ SHFH REBUA W
TotIds String 13 &4 1dFFE, example: [7id1”, 7id2”]

curliF R~ :


http://10.177.160.26:10000/RegisterDevice

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f86" -H " Cont ent - Type:
application/json;charset=UTF-8" -d 'lotlds=["idl"]"' 'https://api-iot-dev.netease.in BatchQueryDevi ceDet ai
Ik

R [EPEAH http WA : json

"Content-Type": "application/json; charset=utf-8"

“data”: [
{

”Status”:”UNACTIVE”,
"ProductName”: "test111”,
“DeviceSecret”:”71bba7abdd52de63d3340f7dfd8h9608”,
“FirmwareVersion”:””,
“TotId”:”bed3d1df79c04badb981e9b3794438a6”,
“GmtCreate”:”2018-09-12 17:04:26”,
“GmtActive”:null,
“NodeType”: 0,
"Region”:null,
“IpAddress”:null,
“GmtOnline” :null,
“ProductKey”:”c400b5654a73a5a1976¢04910d79eebf”,
"DeviceName”:”01d9d47e3bdf4411bce9806c90901206”

“Status”:”UNACTIVE”,
“ProductName”: " test111
"DeviceSecret”:”71bba7abdd52de63d3340f7dfd8h9608”,
“FirmwareVersion”:””,
“Totld”:”bed3d1df79c04badb981e9b3794438a6”,
“GmtCreate”:”2018-09-12 17:04:26",
“GmtActive”:null,

“"NodeType”: 0,

“Region”:null,

“IpAddress”:null,

“GmtOnline” :null,
"ProductKey”:”c400b5654a73a5a1976c04910d79eebht”,
“DeviceName”:”01d9d47e3bdf4411bce9806¢90901206”

”
)

}

“requestId”:”flab51d59eb5495a9367¢9377b806960”,
“code” 1200,
"msg” " OK”

}
& Bl dataZ e s
E s B3t ity
ProductKey String  ProductKey, 4:J5ME—PK
ProductName String ALK
DeviceName String = W&LIKR

DeviceSecret String = WA

TotId String = &&4JRME—Id, SProductKey&deviceName [&@]HE ik 4% i ME—FRIRRF
GmtCreate String  BEEE]
GmtActive String  WUEE]
GmtOnline String = fEZEIAE]
Status String = WHIRE

FirmwareVersion String — [Eff4AS


http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice

IpAddress String W4 IPHuhE
NodeType Integer A, 0 — ®&, 1 — MK

Region String = ATEHMIX

Status B RE T B ¥l

F5  status T B

1 ONLINE BER/AELL

2 OFFLINE ¥ B4k
3 UNACTIVE A& RIiE
4 DISABLE &4 C.2%MH

5 BatchQueryDeviceStatus

T 2R 1 B
POST https://api-iot—dev. netease. im/BatchQueryDeviceStatus HTTP/ 1.1
Cont ent - Type: application/json;charset=UTF-8

TR R BARES (2 20015048

S5 SHRA REUA B
Devi ceNames  String i W4 FRBR, example: [“namel”, “name2”]
cur 11 3K 7= i -

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H

"Cur Ti me: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" - H " Cont ent - Type:
application/json;charset=UTF-8" -d 'DeviceNanes=["nanel"]' 'https://api-iot-dev.netease.inl BatchQueryDevi
ceSt at us'

RIEIHERE http WM : json

"Content-Type": "application/json; charset=utf-8"

“data”: [
{
“Status”:”UNACTIVE”,
“DeviceName”:”01d9d47e3bdf4411bce9806¢90901206”

“Status”:”UNACTIVE”,
“DeviceName”:”01d9d47e3bdf4411bce9806c90901206”

1,
“requestId”:”flab51d59eb5495a9367¢9377b806960”,
”code”: 200,
"msg” " OK”

Statusif &R T B


http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice

£S5  status i B

1 ONLINE  #E#7ELk
2 OFFLINE W& B
3 UNACTIVE = ¥4 RS
4 DISABLE  ##% CU4EH

Sl NEYEPS
1. RRPC

T K UL
POST https://api—-iot—dev. netease. im/RRpc  HTTP/ 1.1
Cont ent - Type: application/x-ww-form url encoded; charset =utf-8

O R B4 %% I FE IR Bl R

WU 1 W& 1T /rrpe/ {ProductKey) / {DeviceName} /get/+
2. WA ImE M topicURBVH B )5, FE R E 3/ rrpe/ {ProductKey} / {DeviceName} /update/ {messageld}

3. messageldAy/rrpe/ {ProductKey} / {DeviceName} /get/+ F+[K %

ZH R BBV B
Devi ceName String & & 2R
RequestBase64Byte String I3 WEREE N, 7584 Base644m s 15 2 11 7155 5 il
Timeout Integer & TR RIS TH BN 18], S Rb, i A% 100075000
cur L RoR i«

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tggger gi gnowd23t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f86" -H "Content- Type:
application/ x-wwformurl encoded" -d ' Devi ceNane=123456&Request Base64Byt e=aGVsbG8gd29ybGQPBD&Ti meout =100

0" 'https://api-iot-dev.netease.in RRpc'

RIEIERE http WM : json

"Content-Type": "application/json; charset=utf-8"
[
1
“data”:”hello world”,
“requestId”:”06bef4229e¢914eec8752ah98e4210e99”,
“code”: 200,
"nsg” " OK”

ReldataZH0E L FrLE

2. Pub


http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice

R UL
POST https://api-iot-dev.netease.inmPub HITP/ 1.1
Cont ent - Type: application/json;charset=UTF-8

TR RATH B BTopic

PV 1 & FITI/ {(ProductKey} / {DeviceName} /get

2. HtopicBl NS ¥ TopicFul 1Name

ZH SHEA BBV B
TopicFullName  String 7 HE K% H M Topic ¥
MessageContent = String = RIEMIHEE, BB S b T Base6440 S 5 £ B 7 155
Qos Integer ki T'ﬁﬂm’iiﬁ%?ﬁiﬁﬁ‘]jﬁfﬁ, %7(1)\730
0: ERZE W, 1: HPRIE IR
curliE R~ :

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f86" -H " Cont ent - Type:
application/json;charset=UTF-8" -d ' Topi cFul | Name=123456&MessageCont ent =aGvVsbG8gd29y bGQ8D&Qos=0"

/'l api -i ot -dev. net ease. i nf Pub’

"https:

RIEERE http WM : json

"Content - Type": "application/json; charset=utf-8"

“requestId”:”06bef4229e914eec8752ab98e4210e99”,
”code”: 200,
“msg”:”0K”

3. PubBroadcast
TSR

POST https://api-iot-dev.netease.in PubBroadcast HITP/ 1.1
Cont ent - Type: application/json;charset=UTF-8

TR RATH R BTopic

PARUEH 1. % &7 1T B /broadcast/$ {ProductKey)} /XXXX/get, JEUI/broadcast/${ProductKey}/1/get

2. ttopicBi NZ%TopicFul 1Name

ZH ZHEER  REXLH M
MessageContent String = KA, i E P ] 1T BASE6ARE D Ji5 43 B 145 H
TopicFullName  String P HERIEHMTopickFE, #3A /broadcast/$ {ProductKey}/1/get, TopicH =B FRILLH & X

curliE R~ :


http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"CurTi me: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f86" -H " Cont ent - Type:
appl i cation/json; charset=UTF-8" -d ' Topi cFul | Nane=123456&MessageCont ent =aG/sbGB8gd29ybCP@BD ' https://api -

i ot -dev. net ease. i mf PubBr oadcast"

R[EPEH http WA : json

"Content-Type": "application/json; charset=utf-8"
{
L
“requestId”:”06bef4229e914eec8752ah98e4210e99”,
”code”:200,
“msg”:”0K”

- 3 1=
= WHRET
1. GetDeviceShadow

TR
GET https://api—iot—dev. netease. im/GetDeviceShadow HTTP/ 1.1

Cont ent - Type: application/ x-wwform url encoded; charset =utf-8

BfE AEFEREHTER

ZH SHRA REUA B

Product Key String = SR fikey
Devi ceName  String = P&

cur 1 3K 7= i«

4t ggger gi gwow323t 23t" - H

-H "Nonce:
-H "Cont ent - Type:

-X GET -H "ProductKey: fe416640c8e8a72734219e1847ad2547"
-H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86"

curl
"CurTime: 1443592222"
application/x-wwformurlencoded" 'https://api-iot-dev. netease.in GetDevi ceShadow?Devi ceNane=094c¢8181914

24d2ba46d911c7549a55c’


http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice
http://10.177.160.26:10000/RegisterDevice

JR[EPEAH http WA : json

"Content-Type": "application/json; charset=utf-8"

“data”: {
“io0tld”:”6c3d6£369dbc4173a1f6e650098a0571”,
“timestamp”: 1524742425248,

“version”:2,
“state”: |
“reported”: {
“color”:"red”
}

,
“desired”: {
” yor
color”:"pink

“metadata”: {
“reported”: {
“color”: 123456789

”aesired”: {
“color”:1524742425248
1

}
1
“requestId”:”8561016786648469190c7c06£06b60d”,

“code”:200
"msg” " 0K’

R [EldataZ e L

“iotId”:”6c3d6£369dbc4173alf6e650098a057f”,
“timestamp”: 1524742425248
“version”:2,
“state”: |
“reported”: {

}

“desired”: {
}

"metadata”: {
"reported”:

“color”:123456789
}

“desired”: {
“color”:1524742425248
}

2. UpdateDeviceShadow
T SR

POST https://api-iot—dev. netease. im/UpdateDeviceShadow HTTP/ 1.1
Cont ent - Type: application/json;charset=UTF-8

EOfME  AFREFTEL


http://10.177.160.26:10000/RegisterDevice

ZH SRR R B

Devi ceName  String & PE A

ShadowMessage String I3 WELTEE
cur 1§ sRR il

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"Cur Ti me: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" - H " Cont ent - Type:
application/json;charset=UTF-8" -d ' Devi ceNane=094c818191424d2ba46d911c7549a55c&ShadowiMessage=" "'https://

api -i ot - dev. net ease. i mf Updat eDevi ceShadow

RIEIERE http WM : json

"Cont ent - Type": "application/json; charset=utf-8"
.
1
"requestld”:”06bef4229e914eec8752ab98e4210e99”,
”code”:200,
“msg” :null

ShadowMessaget& 20U F
{

“method”: “update”,
“state”: |
“reported”:””,
“desired”: {
P v .
color”:”green

)

//, . ” .«
version :3

DU, [ T4

1. ota/firmware/upload

R

POST https://api-iot—dev. netease. im/ota/firmware/upload HTTP/ 1.1
Content-Type: nultipart/formdata

R AR

ZH YR REVH B

File Multipart 2 BT TN

FirmwareName String I3 [ 442 Bk

FirmwareType Integer = [ 280 (FHF X 2 A, B —AN1isfE D)
FirmwareVersion String & &4 i A%

Separ at ePacket Integer 7§ RESL, 04850, 1408, BRAASa


https://api-iot-dev.netease.im/ota/firmware/upload

Separ at eSi ze Integer 5 RN

Description String = [ ik
Extra String f T RER
cur 11 3K 7= i«

fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H

curl -X POST -H "Product Key:
mul tipart

"CurTi me: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" - H " Cont ent - Type:
/formdata" -d 'File=gwettwysgssgs323f' 'https://api-iot-dev.netease.infotalfirmare/ upload

I [ 35 Y

http MR : json

"Content - Type": "application/json; charset=utf-8"
{
L
“data”: null
“requestld”:”a7a07794e46b4fe0a75757932bf49ch”,
“code” 1200,
"msg” 0K’

2.ota/firmware/list

R UL
GET https://api-iot-dev.netease.imota/firmware/list HITP/ 1.1
Cont ent - Type: application/ x-wwformurl encoded; charset=utf-8

BORE 5 AWE AR

24 SRR REBOAT B
Fi rmvar eType  Integer & B R (T X8 2AEE, G- kD)
PageSi ze Integer & BEEHI 2R o TR/
CurrentPage Integer 2 WA B2 s DU 2 T
cur g KRl

curl -X CET -H "ProductKey: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwowd23t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" - H "Content - Type:

application/ x-wwformurl encoded"
"https://api-iot-dev.netease.inmfota/firmware/list?F rmwar eType=1&PageSize=10&CurrentPage=1"


https://api-iot-dev.netease.im/ota/firmware/upload
https://api-iot-dev.netease.im/ota/firmware/upload

JR[EPEAH http WA : json

"Content-Type": "application/json; charset=utf-8"

“data”: {
“total”:5,
“list”: [
{
“firmwareName”: test1267”,
“firmwareVersion”:”1.07,
“firmwareType”: 1,
“md5” ;" c4cad238a0b923820dcc509a6£75849b”,
“description”:null,
“extra”:null,
“createTime”:”2018-05-16 19:57:17”
|3
{
“firmwareName”: test126”,
”firmwareVersion”:”1.0”,
“firmwareType”: 1,
“md5” :”c4ca4238a0b923820dcc509a6£75849b”,
“description”:null,
“extra”:null,
“createTime”:”2018-05-16 19:56:34”
|3
{
“firmwareName”: test1257,
”firmwareVersion”:”1.0”,
“firmwareType”: 1,
“md5” ;" c4ca4238a0b923820dcc509a6£75849b”,
“description”:null,
“extra”:null,
“createTime”:”2018-05-16 19:56:12”
|3
{
“firmwareName”: test124”,
“firmwareVersion”:”1.0”,
“firmwareType”: 1,
“md5” ;" c4cad238a0b923820dcc509a6£75849b”,
“description”:null,
“extra”:null,
“createTime”:”2018-05-16 19:55:30”
|3
{
“firmwareName”: test”,
“firmwareVersion”:”1.07,
“firmwareType”:1,
“md5” ;" c4cad238a0b923820dcc509a6£75849b”,
“description”:null,
“extra”:null,
“createTime”:”2018-05-15 19:50:56”
}
]

1,
“requestId”:”7994e966eda74d59a1622ba9c3bb8d54”,
“code” 1200,

“nsg”: “OK”

}
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firmwareName String = [FEME4FR
firmwareType Integer [Ef:27
firmwareVersion String — [EfFRRAS
md5 String  md54%

description String ik



extra String ¥ RBTFE

createTime String  AUZERSE]

3. ota/firmware/delete

R

POST https://api-iot-dev.netease.infota/firmvare/delete HITP/ 1.1
Content - Type: application/json;charset=UTF-8

BOHNR  ERE

ZH el S W L]
Fi r mnar eType Integer & B AF2 8 (R — AR B R A4 1)
Fi r mnar eVer si on  String & [l P A

cur Lil SR~ :

curl -X POST -H "Product Key: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwow323t23t" -H
"CurTime: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" -H "Content - Type:
application/json;charset=UTF-8" -d 'FirnwareType=1&Fi r mnvar eVersi on=1.0" 'https://api-iot-dev.netease.inlo

tal/firmarel/del ete'

IREEH http WEBZ: json

"Content-Type": "application/json; charset=utf-8"
[
L

” »
data” :null,

“requestld”:”63c3ee3ce55d4e51a9199¢29¢83df35d”,
“code”: 200,
"msg”:”0K”

4. ota/firmware/get

R

GET https://api-iot-dev.netease.infota/firmware/get HITP/1.1
Cont ent - Type: application/x-wwform url encoded; charset=utf-8

R A E e


https://api-iot-dev.netease.im/ota/firmware/delete
https://api-iot-dev.netease.im/ota/firmware/delete

Fi r mnar eType Integer i R (R — AR (5% A 1)

Fi r mnar eVer si on  String =3 [l {4 A

curl i Rl :

curl -X CGET -H "ProductKey: fe416640c8e8a72734219e1847ad2547" -H "Nonce: 4tgggergi gwowd23t23t" -H
"Cur Ti me: 1443592222" -H "CheckSum 9e9db3b6c9abb2e1962cf 3e6f 7316f cc55583f 86" - H " Cont ent - Type:
appl i cati on/ x- ww f or m ur | encoded"

"https://api-iot—dev. netease. im/ota/firmware/get?FirmwareType=1&FirmwareVersion=1. 0’


https://api-iot-dev.netease.im/ota/firmware/get

JR[EPEAH http WA : json

"Content-Type": "application/json; charset=utf-8"

“data”: {
“firmwareType”:2,
”firmwareName”: test”,
“firmwareVersion”:”3”
”separateSize”:10240,
”separateCount”: 5,
“downloadUr1Prefix”: https://nim. nosdn. 127. net/1234567/2/3/1529033875/",
"md5”: " Te2f156cac35td789bech26b83f7a7c3”,
"size” 145172,
“description”:null,
“extra”:null,
“createTime”:”2018-06-15 11:37:567,
"packets”: [

{

>

“firmwarelndex”: 1,

“downloadUrl”: https://nim. nosdn. 127. net/1234567/2/3/1529033875/1",
“packetSize”:10240,

“packetMd5”: " 72deff90e41c73778¢49b296eadad5b0”

“firmwarelndex”:2,

“downloadUrl”: https://nim. nosdn. 127. net/1234567/2/3/1529033875/2",
“packetSize”:10240,

“packetMd5” : ”46549be4fa778d28198ec32eb85363a5”

“firmwarelndex”:3,

“downloadUrl”: https://nim. nosdn. 127. net/1234567/2/3/1529033875/3",
“packetSize”:10240,

“packetMd5”: ”25fb7df0a9e6d7a8df9bdla5a559f2ed”

“firmwarelndex” :4,

“downloadUrl”: "https://nim. nosdn. 127. net/1234567/2/3/1529033875/4”,
“packetSize”:10240,

“packetMd5”:”c4267ad742ca6a23d77133a24bef7b63”

“firmwarelndex”:5,
“downloadUrl”: https://nim. nosdn. 127. net/1234567/2/3/1529033875/5",
“packetSize”:4212,
“packetMd5”:”cd25171ale8ac7cb320a886f£70f2c4a”
}
]

”separatePacket”:true
1,
“requestld”:”48a3a681c5804308b384a4ce54e1798¢”,

”code”:200,
"usg” " OK”

}
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firmwareName String = [EE4FR

firmareType Integer [ {F3A

firmwareVersion String  [EfFRRA
size Integer [ K/
separatePacket Boolean J&{54rH (false: N, true:4rfl)

separateSize Integer 43K/


https://nim.nosdn.127.net/1234567/2/3/1529033875/
https://nim.nosdn.127.net/1234567/2/3/1529033875/1
https://nim.nosdn.127.net/1234567/2/3/1529033875/2
https://nim.nosdn.127.net/1234567/2/3/1529033875/3
https://nim.nosdn.127.net/1234567/2/3/1529033875/4
https://nim.nosdn.127.net/1234567/2/3/1529033875/5

separateCount Integer AMELAMEL

downloadUr1Prefix String [ Ml AT4E

md5 String  md5fE

description String = #Hid

extra String  ¥IETE

createTime String GRS
packets

B Bt ik

=)

firmwareIndex Integer H4n5

downl oadUr | String  [EfE T #Huhk
firmvareSi ze Tnteger A/

packetMd5 String  fmd5¥H %
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