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1. ik
1.1. "EEHK

AKX FEANHT Allwinner 24 RINHMR S DIfE. L4 5C8N T Z2T normal 77 &Y R, 78 i Secure
Hardware. Secure Boot. Secure OS. Secure Application. == L EZEX N H. BT Secure Boot A& ik
Ah, HABDIREHRE Tk 1

1.2. EHTEE

Allwinner B 4F4 Tina
Allwinner R18/R30 % el F &

1.3. AR
& H Tina & 109 K% A H AR B
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2. HERGHA

2.1. ZERGNH

LERGEE TR G Lo . HEZHKRRERGEIRNERIE. RErE. T
P, TN RGeS IS AT A 5

2.2, BEFEMANH

2.2.1. AEGFEY

DRM: A A B RS EOR, I BLsR AL ORI HO7 AL 1 AT H N2
HDCP: & 581 87 AR R EOR, B 1k mis s 5 kil .

2.2.2. HAEMEBEA

(1) B3P, HEFINE ISCA, TR L.

(2) LY. MEGEHISCA, BN

(3) Inf@s ik B(D). I SEBLA ISR SCEM S SC R ST — R 4008 &
(4) B Ko PR INE AR Sk RS 4

V. ri ¥
[
L

TEP  LmEw g | P
Exke Dxa
Nz RLKe AR

2-1 B b
2.2.3. NEBEE
SRS . s, R IR R =34 . Lt AES B3k,

A A8
3 w
[2h: WL [Cp:
B e Sk
| %
B3 WX B3
SRR S

Bl 2-2 XFHR/AERTRR NS ik
AERTRRANE B nE . R PRARMEH, —N%H “AHF7 , WAH, 5—NEHAFG, |
. Hp—itHTmE, n—iEHTMH%. Ll RSA Hi%.
%1 (hash) Hik: —MEEE, -2 EEKENEIR@E S T EE R E e KRNI, HARET
XA v 75 2 SR TR B
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SHA256

BFER > BFEHE

K& 2-3 SHA256 %
2.24. BZ5IEH

By s HrBa R IEPIINE AR S BT M ESORN A . B84 b E B 2R LE H
O KIER, BAFHEAARGANSHEUST N ATHRIERE R B 2R G 2R IR GRS EfB S, BRI
ARSI

BrER | BFss
RSALNY] | @
A 4
e
< RSARLEH
R/
Hr&a

K 2-4 B84 5GE
BEH: &2 NSIE BT OB EA NS A TTEHEEEE B AT EHM O, 2&—F
AU ) HL - SR

PR
ERFE
AR
CAREE
R A
TR R
BRIk
HFES
S

ARAAR

|

CARLHH

A

CAPLM: IEFHZIE (Certificate Authority) Hit»

K 2-5 e

2.2.5. efuse

efuse: —RPETImFEIF 2 FH R . FH L SoC £ T — 1A efuse HL 4 F£ 15 22 {E 4 OTP ( One-Time
Programmable, —{XPERI4fE) fFflas. efuse NEBELHE HBEM 0 28/ 1, ASBEM 1 28 0, HEES A—IK.

2.3. TrustZone

TrustZone /& ARM $&H 2 2k &, B IERRAMOT 22 28 E R g LA LR, $24tnl {3
M ATHAEE (Trust Execution Environment) . TrustZone &G M 411 2-6 FTR o

TrustZone FEANG BAEAF 52 U5 b B AN EE, 73 il A et 5 (Secure World) AIFEZZ 415 (Normal
World) , JTf 77 LR 5 P FE 2 AT, HRBAEA RS AT, et 53Exe et fad
monitor mode KHEAT V. EAKT] 2% (trustzone security whitepaper.pdf)
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Normal world Secure world

| 1l

I i

| 1

| Normal world { : Secure

: user mode Pl user
1!

: 1! i

I t il
I

| ¥ k

| 1

I Normal world | : Secure

: privileged modes : : privilege
I

l 1!

I 1!

I 1!

T 4

2-6 TrustZone TR
2.3.1. OP-TEE

RZAFEIET TrustZone HEH 7 H O ZEHBIERS, SHASEWNLIIT, (HREEAREENE GP
(GlobalPlatform) #x#fE. GlobalPlatform /& —MEAT I E brbrfE 2R, BTk 6l @I kam 240 A

PIEEARNRHE, DM Z N P PR 4 B e e 4y o] B EL 5550

OP-TEE 7 Linaro Bt-& HoAth JLAN A 7 — & AEHF K 94T ARM TrustZone F ARSI TEE 714, 1
GP brifE, 322 = FB 5 ke

(D OP-TEE client (optee_client): 11T fE 224t 54 F P 25 1A) () %% g APL.

@ OP-TEE Linux Kernel device driver (optee linuxdriver): F A2l HE 2 440 5L H 7 2% (8] F 22 4t 5
GBS . BB 2 AREE 7E Linux-4.4 mainline | L& HLF .

(3 OP-TEE Trusted OS (optee _os): 1&17T 7% & F RIS HAE 25t .

2.3.2. ATF

ARM Trusted Firmware(BA F #8 ATF)2& ARM H H (13 T AArch64 IJE 3 RGL5EH) . 7F ATF 1,
JE R 7 LA B
Boot Loader stage 1 (BL1) AP Trusted ROM
Boot Loader stage 2 (BL2) Trusted Boot Firmware
Boot Loader stage 3-1 (BL31) EL3 Runtime Software
Boot Loader stage 3-2 (BL32) Secure-EL1 Payload (optional)
Boot Loader stage 3-3 (BL33) Non-trusted Firmware

2.4, FRARE

® SMC: Secure Monitor Call, ARM % [ —%k#84, Al LLik CPU M Linux (FE%¢4%) BBk £ Monitor
(24 BAHAT

® RPC: Remote Procedure Control Protocol. optee H', T #fF Linux %R —FiALHI . L, optee
HHOANRE S SO, il RPC A Linux T HISCH RG0SR TE K.

® REE: Rich Execution Environment. #4483, & HEIHFEEKHATHEE, s WA Linux, Android &
G5,

® TEE: Trusted Execution Environment. F[{E#ATHE, RILAHPATIHEE, EXADXENA, FrarR,
TRIRHAS S AT LMEAE .

® TA: Trusted Apps, £ TEE FHUTHINHIEIT, FERH P 7 ER IS, a2 iR .

® NA: Normal Apps, £ REE FHUTIIRHFEST, SCRCGE@EN, AFERPFIMES, HanE S @Emi.

® UUID: Universally Unique Identifier, i FHME— iR 505, 457 H BIFIS ], B80T 50, HLEs s Can
MAC) .
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3. Secure Boot

2742 )JA5, Bl Secure Boot, & — %4 RGN AT /DRI EER4; . Secure Boot M brom $4T 45, T
Linux B3145% . Secure Boot 3 &1t H -

® ENTTEMEM L A EATEE, BRI P BN S A B AS  TE R
® K key MU .

® [ fFhRAE R

® W EWAMBIES, INEIFiE1T Secure OS %

3.1. Z& /3 ERE

Tina %477 23 TRVHZ A — AR 2 DI A A N AR R R SE L e B 22 4 fa sh 7 2, B R,
X T R18/R30, EFM & RSA2048-SHA256, it it FHAABH 45 [ AF k1T %5 44 A e 2 A [, P44 A 811 hash
E RN rotpk.bin 5 285 7 1) efuse X3k JFBNRT, [EALLES ) BROM 217 5 62 32 L efuse H1H) hash {
HHORMRIE B AR AEAE. R )52 flash A7 FUEFEEH 1) — R A BRI A B AT B %
AR . IRAENF AC A ) brom->sboot->uboot->boot.img. efuse FIAN A B o O/ T IE BEERI (54,
MFERIB AR T2 Linux BRI Z 205,

3.2, Jf AR Rl A [

Tina SDK T 2065 22 4 [E 4 )V AR vh 25 B 1K) A B AT 0 T PR 25 42 1o R 4 BB ST ELBRIAS P4 7388, ol DA 22 4[]
PR 9w P AT B S ER 2B —38, REERENITBENEEAZESR . E2EefmmiT a2
ZH P (XXX Quick Start Guide.doc) Y, Z24: [ 4F T 5 B T

$ source build/envsetup.sh
=> WENGETE
$ lunch
==> P75, RIS FFRTT M BHI&Z tulip_*, R30 XJ R koto_*
$ make [-jN]
==> Ji¥, -iIN SEUEFIHTRIFHIESE
$ cd scripts/
$ ./createkeys
$cd./
=> (@55, &71F out/<board>/keys/H 3% A= BT 75 1) %41
$ pack -s [-d]
==> {71, -s RablEZERm M. -d SE00EA R E 4 0GB 2
tf R AR H

WPETBIGE, RGHB T EALE out/<board>/H3K T,
K EF| SDK 5, BAGEE CRFEHAHZERTE. BRDEIT—R/createkeys 178 . FRHATT
TH#RAE:

® %l out/<board>/keys/ H 3% T ¥J rotpk.bin , Trustkey.bin F1 Trustkey.pem = 4F 2| H 2 FA A 1 H
Ko

®  H.A1ff rotpk.bin 17 Root rsa public key ] hash 12, 75 ZAEHEE key T E b5 B L,

® AN ER &2 Root rsa private key, A&dEH HERIRRAAEE, ArEMIRAE K. %K Root rsa
private key 2= 53 SDK & Bl [E £ TS vk A0 Fr A 8, MR Root rsa private key R f84x 2 2B Rl #1
Bj i1
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4. Secure OS

ARM FIH CPU 7yt A 88, Bit 7 SMC 454 DI I 53 4 — IMREFRIR A

IP ¥ % 7 #F7 N ARM TrustZone %4 Hi AR .
Tina R 77 %€ (W1 R18/R30 %5) M SOC JZ[HI 2 #F ARM Trustzone, {HE % 113 £ Linux RA %4
B AN T SR 0 22455 B8 T 928 ARM TrustZone SOC I8 44T — B A Al 54T 3455 TEE. Tina 1

OP-TEE 1§ & —FhR5 € 4 KRG SL, B 1848 ARM Trust-Zone Al TEE/GP &5 /= bRt .

4.1. optee BAEHELR

optee R4, J&HIZ{TTE TEE #55 N optee os» TA. PLK
—JLFHAERSY o optee MAAZERI NN B FTR

J

B

2

Rich OS

[ Native Applications

]\

—

BT

Wrapper APls / | |
(optional) DRM Payment Corporate
optee_client Trusted |!| Trusted Trusted
= Application | I|Application || | Application
TEE GlobalPlatform I | L
Supplicant | | TEE Client API ! 11opte0

[

OP-TEE ﬁ"f‘
Al

7 [

GlobalPlatform

PRIVILEGED

TEE Driver o
") optee_linuxdriver
Storage...

TEE Internal API J

Secure

TEE core

JC

EE functions/libs
crypto...)

Monitor

(

HAL

]

crypto, timers, watchdog, fuses

HW resources

ARM® TrustZone®enabled

chipset

4.2. WA FF )3 Secure OS

Tina Z& B EESTER NN -s BT #ies 3 30 optee $7 6222 4 [E 44
BRILZ Ak, 98 75 2 A4E N A% §é optee 3X3)), #h4T make kernel menuconfig, &EH 1R JLII:

K] 4-1 optee LA ZEH

USER

PRIVILEGED

+
4

SOC 2 5] Ik 4

fE REE ¥4 F i client. driver. NA 41

Device Drivers

-——>

<*> Trusted Execution Environment support

TEE drivers

-—>>

<*> OP-TEE

GG R, R T
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5. B LA
IS4 RIS, Ts— B T R & e oot 7 1 T
5.1. RSA 48X A it T A

HEr, AAFFRZHAS AR T E openssl, R PUAE R K FE B2 47 % .
Tina Jf & V& scripts FHEAL T — AN BB X A createkeys, Z AN H dragonsecboot 1. H., fi#
T dragon_toc*.cfg Hi[key rsalFBt, FIET T BLIA 28 AR BN B 44 (R 3 BN

5.2. ZEBFRAER

A [E AT BN 2 AT target/allwinner/generic/version/version_base.mk A4, 3% T H A g P & AR oGt
I R AS 1T [l A2 o

1t efuse P — XA RICRKEFRA . RER, 2MKEFHRAS N efuse FXT B X 35

YEBIE, 24 efuse Hic SR MIRRA T [ R A AR A 5 EUA,  an SR A A RRA AR, AN Re 4k 28 )
Z)o AT B 1R ARG

5.3. HIEHBILE

Tina JF & ¥ & H $e 4t [E 138 T H dragonsecboot, 7 %424 [ {4 FT AL F2 o &6 M G B35 3L (sboots
uboot. kernel 55) HATR54, FHAEMIUET LLAAHRAE S, BUE S Zh i XS 5E g S BT AR5, 30 ik 58 5
L

5.4. 1% key T E

1 key 1.5 HR¥ rotpk.bin 525 B4 1) efuse H, efuse 7 F IC W#B, BT efuse FNE—HEANE
ANFTEE L, AT DAMAR YR _EARAIE T ARAE 152 8 hash (1) 22 214
Al HIKE key 1. 5% DragonKey 5% # DragonSN, [ EfF AL T T B A,

A ERERBTA, 2R AR
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6. ZE TR
6.1. TrustZone

[1] PRD29-GENC-009492C_trustzone security whitepaper.pdf

6.2. GlobalPlatform

[1] GPD TEE SystemArch vl.1.pdf

[2] GPD TEE Client API v1.0 EP_v1.0.pdf

[3]1 GPD TEE Internal Core API Specification v1.1.pdf
[4] GPD TEE TA Debug Spec v1.0.pdf

6.3. OP-TEE

[1] https://www.op-tee.org/documentation/
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7. Declaration

This document is the original work and copyrighted property of Allwinner Technology
( “Allwinner” ). Reproduction in whole or in part must obtain the written approval of Allwinner and
give clear acknowledgment to the copyright owner.

The information furnished by Allwinner is believed to be accurate and reliable. Allwinner
reserves the right to make changes in circuit design and/or specifications at any time without notice.
Allwinner does not assume any responsibility and liability for its use. Nor for any infringements of
patents or other rights of the third parties which may result from its use. No license is granted by
implication or otherwise under any patent or patent rights of Allwinner. This datasheet neither states
nor implies warranty of any kind, including fitness for any particular application.
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